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ABSTRACT RESULTS RESEARCH QUESTIONS
Currently, to satisfy the potential high number of system requirements, complex software is Number of vulnerabilities accepted per year RQ1: Is there enough information available on open-source repositories to create a
crafted which turns its development cost-intensive and more susceptible to security 1000 M o.2% database of software security vulnerabilities?
vulnerabilities. In software security testing, empirical studies typically use artificial faulty 2001 oo A1: There are enough vulnerabilities available on open-source repositories to create a
programs because of the challenges involved in the extraction or reproduction of real security || .., o database of real security vulnerabilities.
vulnerabilities. Thus, researchers tend to use databases of hand-seeded vulnerabilities, which I #of MVulns _ # of MRepositories % of MRepositories ~_#of RVulns _# of VRepositories % of VRepositories
may differ inadvertently from real vulnerabilities and thus might lead of misleading 79 52.67%
roos 150 63.03%
assessments of the capabilities of the tools. Secbench is a database of security 88 36.97% 71 47.33%
T . . . T . . 2005
vulnerabilities mined from GitHub which hosts millions of open-source projects carrying a 238 100% 150 100%

. . . - ; . 2006 . e . e
ConSIderable number Of secu rlty VulnerabllltleS. We mlned 238 repOSItorles _ accountlng to Table 1: Mined Vulnerabilities Distribution Table 1.Accepted/Rea| Vulnerabilities Distribution
more than 1M commits - for 16 different vulnerability patterns, yielding a Database with o RQ2: What are the most prevalent security patterns on open-source repositories?
602 real security vulnerabilities. o A2: The most prevalent security patterns are Injection, Cross-Site Scripting and Memory

2009
Leaks.
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2011 HOW ARE VULNERABILITIES IDENTIFIED?
Lack of databases 2012
Complex Software n AUTOMATED IN COMMITS MESSAGES AND MANUALLY IN SOURCE CODE
containing real test cases 2013
S 2014 156% staging: fbtft:|Fix buffer overflow|vulnerability Browse files
Sources 2015 Module copies a user supplied string (module parameter) into a buffer
_Github using strncpy() and does not check that the buffer is null terminated.
. 2016 Replace call to strncpy() with call to strlcpy() ensuring that the
- Bitbucket buffer is null terminated.
- SourceForge 2017 Signed-off-by: Tobin C. Harding <me@tobin.cc>
- BugZ|IIa (') é A é é 1'0 1'2 1'4 ' Signed-off-by: Greg Kroah-Hartman <gregkh@linuxfoundation.org=
- Travis C| % of vulns accepted P master O va12 .. vaa2-rc
Number Of Vu/nerabi/ities accepted per /anguage ‘tcharding committed with gregkh on Feb 15 1 parent ca5aflf commit B414fellba2ff2422c4b73bbef3bd35a2562c88a
T — Showing 1 changed file with 1 addition and 1 deletion. Unified | Split
200 through 2016 swift 4 0.2% |
R 0,187 2 Wm drivers/staging/fbtft/fbtft_device.c View v
N o b - : groovy 18 0.5% 2 @@ -1483,7 +1483,7 @@ static int __init fbtft_device_init(void)
I . N displays[i] . pdev->name = name; displays[i].pdev-=name = name;
i displays[i].spi = NULL; displays[il.spi = NULL;
scala 0.8% } else { } else {
( ' - strncpy(displays([i].spi-=modalias, name, SPI_NAME_SIZE); | + strilcpy(displays[i].spi->modalias, name, SPI_NAME_SIZE);
I . l objci+ 13% displays[il.pdev = NULL; displays[i].pdev = NULL;
00 20m 20w 2013 20 206 2018 } }
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+ being effective and efficient
Increase of the number of objc sock = socket(sa->sa_family, SOCK_STREAM, @);| f/y SOCKET INITIALIZATION sock = socket(sa->sa_family, SOCK_STREAM, 8);
security vulnerabilities (last 6 years)
javascript e i;::ziuﬁ_STSERRﬂR, "failed to create new listening socket: socket()"); e ::z::ziﬂ{i_ﬂsmﬂﬂﬂ, "failed to create new listening socket: socket()"});
, H } return =1;
EXTRACTING AND ISOLATING VULNERABILITIES FROM GITHUB REPOSITORIES e setsockopt(sock, SOL_SOCKET, SO_REUSEADDR, &flags, sizeof(flags)); setsockopt(sock, SOL_SOCKET, SO_REUSEADDR, &flags, sizeof(flags));
VULNERABILITY FIX ? python if {wp->listen_address_domain == FPM_AF_UNIX) { if (wp->listen_address_domain == FPM_AF_UNIX) {
/ if (fpm_socket_unix_test_connect{(struct sockaddr_un =*)sa, socklen) == if (fpm_socket_unix_test_connect((struct sockaddr_un *)sa, socklen) ==
) { B) {
W ruby zlog(ZLOG_ERROR, "An another FPM instance seems to already zlog(ZLOG_ERROR, "An another FPM instance seems to already
listen on %s", ((struct sockaddr_un %) sa)=->sun_path); listen on %s", ((struct sockaddr_un =) sa)-»sun_path);
c // SOCKET NEEDS TO BE CLOSED BEFORE RETURN * close(sock);
Samples znlmht ((struct sockaddr_un %) sa)=->sun_path); flnLink{ ({struct sockaddr_un %) sa)->sun_path);
Google Cloud php 47.7% saved_umask = umask(@777 R wp==socket nu;e}' I saved_umask = umask(@777 ~ wp=>socket mu;e}' *
Syntactic . : : : : : . ) - ! N ) - o
Analysis in 20 25 30 35 40 45
Commits % of vulns accepted if (@ > bind(sock, sa, socklen)) { if (@ > bind(sock, sa, socklen)) {
- Messages > zLogI:ELDE_E:‘fSERRUR, "unable to bind listening socket for address '%s'", zlug{ELﬂ{i_?‘rSEHH{}R. "unable to bind listening socket for address '%s'",
° re wp->config->listen_address); wp—->config->listen_address);
GltHUb ‘ Number Of VU/nerabI/Itles accepted per pattern if [wp-:liﬁter;_addresi_dnr]nain == FPM_AF_UNIX)} { if {wp-:rliste?_address._dm;lain == FPM_AF_UNIX) {
injec 16.1% ir SOCKET NEEDS TO BE CLOSED BEFORE RETURN + :mﬁelmh!:
> au-th 7-3% . return =1; } return =1;
Vulnerabilities L XS5 23.4%
eteens Mining Tool Data Example 2 - Two Resource Leaks
Python Redis bac 0.3%
smis 1.5%
\ d - CONCLUSIONS & FUTURE WORK
sqae .
! - . — ’ — | e l iap 2.3% The importance of this database is the potential to help researchers and practitioners alike
a o o csrf 5.5% improve and evaluate software security testing techniques. We have demonstrated that there
vulns >amples Get Vulns vuins Data - “ @ uewkv 3.7% is enough information on open-source repositories to create a database of real security
o upapi 1 0.3% vulnerability for different languages and patterns. And thus, we can contribute to
DARENT DIFE CHILD P _ ml 12.8% considerably reduce the lack of real security vulnerabilities databases. This methodology has
anua 1agNOSIS . . . .
J o proven itself as being very valuable since we were able to collect a considerable number of
TEST CASES STRUCTURE - Juliet Test Cases ver — security vulnerabilities from a small group of repositories 238 from 63M. However, there is
Vwul - Vulnerable source code from the parent commit Jathtray S 5% still much work to do in order to improve not only in the mining tool but also in the evaluation
o & 306 and identification process which can be costly and time-consuming. As future work, we plan
3 ( v ( Vfix - Non-vulnerable source code from the commit where o 1o to extend the number of security vulnerabilities, patterns, and languages support. We will
, \ the pattern was caught. | . . . . . . . . . . . . continue to study and collect patterns from GitHub repositories and possibly extend the study
-— o Bl -— 0 2 4 6 8 10 12 14 16 18 20 22 . . . .
R O . - . . to other source code hosting websites (e.g., bitbucket, svn, etc). We will also explore natural
Added Deleted Aedij = N ialleIelnE, @emiElng tie elleise) IAES WD s 7o ofvuins accepted rocessing languages, in order to introduce semantics and, hopefully, decrease the
vl vaiff ke vulnerability and the deleted lines representing the Il TOP10 OWASP B OTHERS P & 1aNguages, J , NOPETUY,

percentage of garbage associated with the mining process.

TEST CASE security vulnerability.




